SPENCER PRIVATE HOSPITALS
Job Description

Job Title:	Data Protection Assistant
Department:	Management
Responsible to:	Risk and Information Manager
Accountable to:	Chief Executive Officer

Job Purpose:
To support the organisation’s compliance with policies and procedures related to Information Governance, Data Protection and Risk Management, and to be the first point of contact for external data controllers/processors regarding the processing of personal data at or for Spencer Private Hospitals. 

The post requires the holder to maintain a good understanding of data protection laws that affect the UK, as well as associated best practice.  The ability to determine when confidentiality, tact and diplomacy should be applied is essential, as will the ability to work with people from all roles within SPH.

The post will require a degree of flexibility, including working from home, and occasionally from the office. The ability to travel between sites for meetings, training and other purposes is also essential.

Key Relationships 
· [bookmark: _GoBack]Line manager is Risk and Information Manager
· Head of Information, Quality and Resilience
· SIRO
· HODS
· Colleagues
· Stakeholders
· Third Parties
Key Responsibilities
Financial 
· Accurate record keeping
· Continuous review of processes, making recommendations as required

Quality 
· To assist in the development of policies and procedures to ensure compliance with data protection legislation.
· Plan and assist with data processing audits, reviewing and collation of data for various committees and management meetings.
· Regular monitoring of core activities of the organisation for non-compliance with SPH policies and reporting these to the R&I Manager as required.
· Administer the processing of notified data incidents including maintaining the data breach log, monitoring and chasing progress with actions and liaising with involved parties when required. To keep up to date with changes in legislation.
· Act as a point of contact regarding queries related to the Risk Management System.

Business Development 
· To assist with Data Protection Impact Assessments and prepare/collate for R&I Manager to review. 
· Perform other duties as directed by the R&I Manager
· To assist with the administration of 3rd party confidentiality agreements, data protection agreements and other agreements containing data protection clauses. 

Workforce 
· Work with information asset owners to ascertain the extent to which personal data is collected, held and/or and that it is properly controlled and safeguarded from loss of confidentiality, integrity or availability from any cause.
· To assist with the administration of our IT Access Control procedure.
· To assist with the administration and delivery of training for staff on the Risk System (4Risk), Incident Reporting system (Datix), Patient Record system (Compucare) and, the application of Information Governance and Data Protection in their day-to-day roles.
· Provide advice and guidance on Data Protection, Information Governance and related matters and support the response to any data protection related queries from within the business.

Equal Opportunities

It is the aim of the hospital to ensure that no job applicant or employee receives less favourable treatment on the grounds of age, sex, race, colour, nationality or ethnic or national origins, or is not placed at a disadvantage by conditions or requirements which cannot be shown to be justifiable.  To this end, the hospital has an Equal Opportunities Policy and it is for each employee to contribute to its success.

Health & Safety

All Employees must be aware of the responsibility placed on them under the Health and Safety at Work Act (1974), to ensure that the agreed safety procedures are carried out to maintain a safe environment for employees and visitors.  Individual employees should also refer to specific health and safety requirements within their own job descriptions.

Data Protection

If required to do so, to obtain, process and/or use information held on a computer or word-processor in a fair and lawful way.  To hold data only for the specific registered purpose, and not to use or disclose it in any way incompatible with such purpose.  To disclose data only to authorised persons or organisations as instructed by Spencer Private Hospitals.

Customer Care

It is the aim of the hospital to provide patients and clients with the best possible care and service.  In order to meet this, aim all our staff are required, always, to put the patient or client first and do their utmost to meet their requests and needs courteously and efficiently.

Confidentiality

To ensure that confidential information is not disclosed about Spencer Private Hospitals (including information regarding patients and staff) to any unauthorised member of staff, or to anyone outside the employment of Spencer Private Hospitals.


This job description is intended to reflect, in outline, the responsibilities of the post holder, which may change over time with corporate or local business needs of Spencer Private Hospitals.  It will therefore be subject to periodic review and amendment in the light of changing circumstances and following consultation with the post holder.


Signed:  …………………………………… Date: …………………………………..

CORPORATE VALUES
Spencer Private Hospitals has a set of core values which are at the heart of the vision and all that we do.  We expect our team members to demonstrate these values in all areas of their work.
· Customer Focus – We listen and adapt to the needs of our patients and stakeholders
· Responsibility – We are involved and accountable.  We respect, recognise and develop our people
· Innovation – Developing our business is our key driver, innovating our services and products to increase our visibility within the market in East Kent
· Performance – We measure our performance through evaluation of processes, creating efficiencies and striving to improve processes, creating efficiencies and striving to improve work
· Teamwork – We value our colleagues and are encouraged to work collaboratively with other and take ownership for our own training and development

BEHAVIOURS
	CUSTOMER
FOCUS
	Ensure that team members treat patients, customers and staff members as individuals to ensure that they understand their specific needs and expectations.  Respond effectively to patient, customer and staff member concerns. Able to listen and adapt to the needs of our patients and stakeholders, show commitment to the patient experience and encourage their team to take pride in providing the best possible service every time, keeping patients informed, managing their expectations and checking to ensure that key information has been understood.  
Understands that care is core to our business and that the care that they encourage their team to deliver helps the individual person and improves the health of the community.

	RESPONSIBILITY
	Takes responsibility for their team and ensures that their team take ownership for customer/patient issues and does what they can to exceed expectations. Understands their role within the organisation and is clear about the roles and responsibilities of other teams and departments, taking every opportunity to learn more about the wider business.  Supports their team in their development, doing what they can to guide, mentor or coach their colleagues.

	INNOVATION
	Demonstrates that they are prepared to raise concerns about quality, safety and performance and instils a “safe to challenge” culture within the organisation. Models and creates a culture of improvements and works across systems to improve practice. Demonstrates a culture of continuous improvement within their area and externally. Actively contributes and creates a service where discussion and an exchange of ideas about care is commonplace.

	PERFORMANCE
	Understands the corporate objectives of Spencer Private Hospitals and communicates these to their team. Has a clear vision of where the organisation is going and why.  Is motivated to do a great job and inspire their team.  Is not afraid to encourage and lead different ways of working to help create efficiencies and improve performance.

	TEAMWORK
	Confidently communicates in an open appropriate, accurate and straight forward way, demonstrating effective communication skills to promote the organisation.  Ensures every team member understands their role within the organisation.   Maintains a personal style that gets the best out of teams across the organisation, building a business based on the combined contributions of different people. 
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PERSON SPECIFICATION
Job Title: Data Protection Administrator
	ATTRIBUTES
	CRITERIA
	DEMONSTRATED BY

	
	
	Application
	Interview
	Test

	Education and Qualifications
	Essential
	· Maths and English (GCSE or equivalent) grade C or above
	X
	
	

	
	Desirable
	· NVQ 2 or 3 in Business Administration or above
· Data Protection / GDPR Certified training (IESB/CIPP/ PDP
	X
X
	
	

	Knowledge and experience
	Essential
	· 2 years’ experience working in an administration environment involving personal data
· Experience in Data Protection and legal compliance
· Knowledge of GDPR and compliance on the protection of individuals regarding the processing of personal data and on the free movement of such data.
· An understanding of relevant legislation, including the Data Protection Act, Privacy and Electronic Communication Regulations, and other relevant information legislation or standards.
· Experience of working within environments that process personally identifiable information (PII) or protected health information (PHI)
	X


X
X


X




X
	X


X
X


X




X
	

	
	Desirable
	· Previous experience working in executive support, compliance or assurance role
· Previously worked in a medical/health care environment.
	X

X
	
	

	Skills
	Essential
	· Good working knowledge of Word/Excel/Outlook
· Understanding of how to apply legislation in a practical scenario within healthcare
	X
X
	X
X
	

	
	Desirable
	· Problem solving skills
· Ability to handle confidential information
· Proactive in handling complex situations and problems
· Ability to adapt communications skills to stakeholders
	X
X
X
X
	X
X
X
X
	

	Personal Attributes
	Essential
	· Outstanding communication skills
· Strong Organisational skills
· Polite and confident telephone manner
· Organised and methodical in approach
· Able to work under pressure
· Ability to act on own initiative
· Able to meet deadlines
· Self-motivated
· Effective communicator
· Good time management ensuring all tasks are achieved
· Demonstrates the ability to prioritise workload effectively
	X
X
X
X
X
X
X
X
X
X
X
	X
X
X
X
X
X
X
X
X
X
X
	

	
	Desirable
	· Flexible approach

	X



	X

	

	Other
	Essential
	· Ability to travel between sites

	X

	X
	

	
	Desirable
	
	
	
	



